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This document is intended as a step-by-step guide for installing and setting basic security settings for a Domain Controller.

We will walkthrough basic settings and configurations, giving you a starting point to create and maintain a secure Windows 2016 Domain Controller. We advise you use this guide in addition to other available guides, supplementing this information with strategies outlined on the Microsoft Security site as well as SANS, NSA and NIST. This will improve the security of your domain.

Following Microsoft best practices for security will reduce the chances of security breaches, but maintaining good practices, end-user communication, and thorough documentation for your own environment is an absolute necessity!

We hope you enjoy this document!
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